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DETAILED ACTION 

1. Claims 13-20, 28-29, 31-33, 36, 38, and 40-55 have been examined and pare pending 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.1 14, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is eligible 
for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) has been 
timely paid, the finality of the previous Office action has been withdrawn pursuant to 37 CFR 1.1 
14. Applicant's submission filed on 10/28/2005 has been entered. 

Response to Amendment 

3. Applicant's amendment filed 10/28/2005 necessitated the new ground(s) of rejection 
presented in this Office action. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

4. Claims 13-20 are rejected under 35 U.S.C. 102(e) as being anticipated by prior art of 
record, Wiser et al., U.S. Patent No. 6,330 (hereinafter "Wiser"). 

As per claim 13, Wiser teaches a method for copy protection, comprising: 
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generating a partially decrypted data unit (col. 2, lines 20-28), the partially decrypted data 
unit including two portions, each one of the two portions is encrypted having a protection level 
different from the other of the two portions (col. 2, lines 28-41, see also col. 4, lines 47-63, i.e. 
the first encryption/decryption unit uses DES algorithm with a 56-bit key and the second 
encryption/decryption unit employs the RC4 algorithm using 40-bit key); and 

transferring the partially decrypted data unit to a target device for further decrypting 
based on information used in the step of generating the partially decrypted data unit (col. 6, lines 
15-24, i.e. Decryption engine 214 (target device) incrementally decrypts the intermediate file). 

As per claim 14, Wiser teaches the method of claim 13, wherein the two portions having 
the different protection levels are spaced apart at a predetermined interval on the data unit (col. 5, 
lines 45-50). 

As per claim 15, Wiser teaches the method of claim 14, further comprising the step of 
storing the partially decrypted data unit in a data storage medium or a digital data player (Fig. 2, 
LOCAL STORAGE MEDIUM 212, col. 6, lines 6-10, see also col. 5, lines 66-67). 

As per claim 16, Wiser teaches the method of claim 14, further comprising the step of 
decrypting a remainder of the partially decrypted data unit in the target device (col. 5, lines 42- 
50). 

As per claim 17, Wiser teaches the method of claim 13, wherein the data unit is partially 
decrypted based on a predetermined encryption key (col. 5, lines 35-38, i.e. according to 56-bit 
DES). 

As per claim 18, Wiser teaches the method of claim 15, further comprising the step of 
reading the partially decrypted stored data unit from the data storage medium or the digital data 
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player and reproducing the data unit at the request of a user (col. 4, lines 2-14, see also col. 6 
lines 15-24). 

As per claim 19, Wiser teaches the method of claim 18, further comprising the step of 
decrypting the data unit based on a predetermined encryption key, and outputting the decrypted 
data unit to an output line (col. 6, lines 6-9, lines 16-24, write the decrypted portions to the CD-R 
medium (i.e. an output line)). 

As per claim 20, Wiser teaches the method of claim 14, wherein the predetermined 
interval is a multiple or divisor of a buffer size (col. 5, lines 60, col. 6, lines 28-24). 
5. Claims 13-20 are rejected under 35 U.S.C. 102(e) as being anticipated by prior art of 
record, Satio, U.S. Patent No. 5,867,579. 

As per claims 40, 44, 48, 51, 54 and 55, Satio teaches a method for encrypting a 

digital data file, comprising (Abstract): 

receiving a data file from a digital data server, the data file having been encrypted in the 
digital data server based on a predetermined encryption key (col. 5, lines 20-22); 

decrypting the data file using the predetermined encryption key (col. 5, lines 40-46); 

identifying whether or not the received data file needs to be protected (col. 5, lines 52-54, 
i.e. to store, copy or transfer the data M as the original data M0 or the edited data Ml, it 
is encrypted); 

reencrypting the decrypted data file on the basis of the identified result (col. 5, lines 55- 
61); and 

transferring the reencrypted data file to a target device (col. 6, lines 10-17, i.e. 
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transferring encrypted Cmks2 to terminal 5, see also col 33, lines 33-40), wherein the 
reencrypted data file has a different level of encryption as compared to that of the received data 
file that was encrypted in the digital data server (col. 4, line 58-61, the original data MO is 
encrypted using Ksl while reencrption is carried using Ks2, col 5, lines 55-56, i.e. two different 
keys providing different level of encryption. 

As per claim 44, Satio teaches the method of claim 40, wherein the step of generating the 
encrypted data unit is based on a predetermined encryption key (col. Col. 4, lines 33-35, i.e. Ksl, 
lines 58-61, and the data unit MO is encrypted using Ksl). 

As per claim 48, Satio teaches a method for copy protection, comprising the steps of: 

enabling a registration mode for inputting a user identification (col. 4, lines 14-32); 

receiving a data unit from a storage device based on the inputted user identification 
information (col. 4, lines 42-57), wherein the data unit has been encrypted (col. 4, lines 58-64); 

generating an encrypted data unit having a different encryption level or method from one 
used to encrypt the data unit (col. 5, lines 52-61); and 

transferring the encrypted data unit to a target device for decrypting based on 
information used in the step of generating the differently encrypted data unit (col. 6, lines 4-31). 

Claims 41 and 49 are rejected under 35 U.S.C. 103(a) as being unpatentable over Satio as 
applied to claims 40 and 48 above, and further in view of Ishibaski, US Patent 6,021,199. 

As per claim 51, Satio the method of claim 48, wherein the data unit received by the 
target device is encrypted based on a predetermined encryption key (col. 5, lines 52-56, i.e. the 
Cmks2= E(ks2, m) encrypted using ks2). 
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As per claim 54, Satio teaches the method of claim 48, wherein the step of generating the 
encrypted data unit is performed independently of decrypting the generated encryption unit in the 
target device (col. 16, lines 14-33). 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of the 
claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the various 
claims was commonly owned at the time any inventions covered therein were made absent any 
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to point out 
the inventor and invention dates of each claim that was not commonly owned at the time a later 
invention was made in order for the examiner to consider the applicability of 35 U.S.C. 103(c) 
and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 

6. Claims 41-43, 46 and 49-50, 52-53 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Satio as applied to claims 40 and 48 above, and further in view of Ishibashi, 
U.S. Patent 6,021,199 (prior art of.record). 

As per claims 41 and 49, Satio teaches the method of claim 40. Satio fails to teach but 
Ishibaski teaches wherein the generated encrypted data unit includes two portions having the 



Application/Control Number: 09/527,670 Page 7 

Art Unit: 2131 

different protection levels spaced apart at a predetermined interval on the data unit (Ishibaski, 
col. 2, lines 51-60). 

Therefore, it would have been obvious to one of ordinary skill in the art to modify the 
method/system of Satio with the teachings of Ishibaski to generate encrypted data unit which 
includes two portions having the different protection levels spaced apart at a predetermined 
interval on the data unit with a motivation to overcome the prior art deficiencies arising from 
large processing load due to decryption/descrambling of encrypted digital data (Ishibaski, col. 2, 
lines 1-11). 

As per claims 42 and 50, Satio as modified teaches the method of claims 41 and 49 
respectively, further comprising the step of storing the generated encrypted data unit in a data 
storage medium or a digital data player (col. 5, lines 12-16, i.e. the encrypted original data 
cmOksl is transferred to the primary user terminal 4, see also col. 13, lines 61-67). 

As per claim 43, Satio teaches the method of claim 41, further comprising the step of 
decrypting the generated encrypted data unit in the target device (col. 7, lines 54-57). 

As per claims 45 and 52, Satio teaches the method of claims 42 and 49 respectively, 
further comprising the step of reading the generated encrypted data unit from the data storage 
medium or the digital data player and reproducing the data unit at the request of a user (col. 14, 
lines 44-53). 

As per claim 46, Satio teaches the method of claim 45, further comprising the step of 
decrypting the data unit based on a predetermined encryption key (col. 14, lines 48-52), and 
outputting the decrypted data unit to an output line (col. 14, lines 54-61). 

As per claim 53, Satio teaches the method of claim 52, further comprising the steps of: 
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sending the generated encrypted data unit to the digital data player (col. 5, lines 52-56, 
i.e. the primary user decrypts and reencrypts (i.e. cmks2=E(ks2, m)) the data M to store, copy, or 
transfer to a secondary user terminal 5, col. 6, lines 10-17); 

decrypting the generated encrypted data unit based on a predetermined encryption key ; 

and 

outputting the decrypted data unit to an output line of the digital data player (col. 7, lines 
54-57, i.e. M=D (ks2, cmks2) using ks2 predetermined encryption key, see also (col. 16, lines 7- 
12 for displaying or editing the data unit in the second terminal, Fig. 5, DISPLAY 49, or 
STORAGE 51). 

7. Claim 47 is rejected under 35 U.S.C. 103(a) as being unpatentable over Satio and 
Ishibaski as applied to claim 41 above, and further in view of US patent 6,330,675 Wiser et al. 
(hereinafter "Wiser"). 

Satio as modified teaches the method of claim 41 except wherein the predetermined 
interval is a multiple or divisor of a buffer size. 

However, Wiser teaches system and method for secure transfer of digital data to a local 
recordable storage medium wherein a digital file is partially encrypted based on a predetermined 
interval multiple or divisor of a buffer size (Wiser, col. 3, lie 60 through col. 4, line 14, and col. 
6, lines 25-34). 

Therefore, It would have been obvious to one of ordinary skill in the art to employ the 
teachings of Wiser in the method/system of Satio as modified to partially encrypt the data unit of 
Satio based on a predetermined interval multiple or divisor of buffer size to prevent buffer 
underrun errors (Wiser, col. 6, lines 25-34, see also col. 5, lines 45-60). 



Application/Control Number: 09/527,670 
Art Unit: 2131 



Page 9 



Allowable Subject Mailer 



8. Claims 28-29,31-33, 36 and 38 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 



US patent 6,367,019 to Ansell et al. 
US patent 5,999,622 to Yaukawa et al. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Taghi T. Arani whose telephone number is (571) 272-3787. The 
examiner can normally be reached on 8:00-5:30 Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Conclusion 



9. 



Prior arts made of record, not relied upon: 
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